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SEARCHES OF ELECTRONIC DEVICES AT PORTS OF ENTRY
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Customs and Border Protection (CBP) officers may prevent the entry of people or property at
the US border and at ports of entry. Increasingly, CBP officers also perform warrantless
searches of personal electronic devices such as cell phones and computers. CBP officers
sometimes even retain data from devices. The stated purpose for these activities is to stop
harmful content, terrorists, and illegal immigrants from entering the United States,’ but legal
experts argue that these practices violate the Fourth Amendment’s prohibition of
unreasonable searches and seizures.?

In the past decade, the number of electronic device searches at ports of entry more than quadrupled, from
around 8,500 in 2015 to over 46,000 in 2024 (see Figure 1). That trend continues apace in 2025, with the third
fiscal quarter showing CBP having searched 14,899 people—the highest number on record and 16.7 percent
higher than the next-highest quarterly figure of 12,766 set in the second fiscal quarter of 2022.3

A basic search involves visually inspecting a device and scrolling through its contents. An advanced search
uses external equipment to review, copy, and retain device contents for later analysis.* From 2018 to 2024,
most searches of electronic devices at ports of entry were basic searches of non-citizens’ devices, as Figure 1
shows. Nonetheless, about 10 percent of all searches were advanced searches, and about 20 percent of all
searched devices belonged to US citizens.

Searches can result in arrest if criminal activity is found.® Non-citizens have been detained and denied entry
to the country as a result of searches.® US citizens will not be prevented from entering the country or
arrested for refusing to provide officers with their device’s password, though they may not be timely or
correctly informed of these or other rights they have at the beginning of the search process.’

People who refuse the search process are subject to interrogation and seizure of their electronic device or
the contents on it, even if those contents are protected from access by federal law.? The default holding
period for devices and data is five days, but this timeframe can be extended by seven-day increments,® with
some people reporting their devices being held for weeks or months.™

Officers can review and keep data stored on the device itself only if it is related to immigration, customs, and
other CBP enforcement matters or if it contains evidence of a violation of a CBP-enforced law." Once
obtained, this data can be shared with other agencies and is stored in a computerized system called the
Automated Targeting System (ATS) for up to 15 years—or longer in special circumstances.™ This electronic
device data is combined with other data in ATS to create a risk profile and help officers identify persons—
also known as “lookouts”—who are deemed to warrant secondary inspection when crossing the border in the
future.”
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FIGURE 1. ELECTRONIC DEVICE SEARCHES BY TYPE AND BY CITIZENSHIP STATUS (FY 2015-2024)
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Note: Data were not broken down by search type and citizenship status until fiscal year (FY) 2018 under 2018 CBP Directive 3340-049A.
Sources: FY 2015: Customs and Border Protection, “CBP Releases Statistics on Electronic Device Searches,” news release, April 11, 2017, https://
www.cbp.gov/newsroom/national-media-release/cbp-releases-statistics-electronic-device-searches-0; FY 2016-2017: Customs and Border
Protection, “CBP Releases Updated Border Search of Electronic Device Directive and FY17 Statistics,” news release, January 5, 2018, https://www
.cbp.gov/newsroom/national-media-release/cbp-releases-updated-border-search-electronic-device-directive-and; FY 2018-2022: CBP FOIA
request, available upon request; FY 2023-2024: "CBP Enforcement Statistics Fiscal Year 2024,” Customs and Border Protection, last modified
November 19, 2024, https://www.cbp.gov/newsroom/stats/cbp-enforcement-statistics-fy2024.
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